|
Rad IX Confidential

Radix VISO recommended network requirements

( Updated 10.1.22)

Browser side:

1. Viso application server:
o https://*.glbth.com port :443 (dynamic ip)
o https://*.visomdm.com port :443 (dynamic ip)
o https://*.atvmanager.com port :443 (dynamic ip)

2. Location resolve by IP service: https://pro.ip-api.com
3. OpenStreetMap: https.//*.tile.openstreetmap.org
4. Online chat: https.//static-v.tawk.to
5. Streaming protocol servers (2 server):
o WebRTC over UDP:
IP1: 52.11.103.125
IP2: 34.240.200.142
o UDP ports on both servers: 30700-40000

o HTTPS 443

6. Storage service: https://mdm-packages.s3.eu-central-1.amazonaws.com
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Android Agent side:

1. Viso application server:
o https://*.glbth.com port :443 (dynamic ip)
o https://*.visomdm.com port :443 (dynamic ip)
o https://*.atvmanager.com port :443 (dynamic ip)

2. Push services:
o Google FCM: Ports: 5228, 5229, 5230. No specific IP
o Viso Push Service (VPS): SSL over port 443 *.glbth.com (dynamic ip)

3. Streaming protocol servers: https.//*.glbth.com port :443 (dynamic IP)

4. Storage service: https:.//mdm-packages.s3.eu-central-1.amazonaws.com
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WebRTC Tunnel servers:

"167.172.202.136",
"138.68.227.172",
"165.227.16.242",
"159.89.154.16",
"104.248.215.23",
"104.248.215.39",
"104.248.215.47",
"104.248.215.54",
"104.248.219.151",
"209.97.154.229",
"157.245.221.120",
"167.71.190.245",
"165.22.39.134",
"167.172.255.29",
"157.245.114.91",
"165.22.45.228",
"104.248.6.243",
"159.89.177.112",
"167.172.16.110",
"142.93.184.130",
"45.55.60.16",
"45.55.53.234",
"68.183.115.118",
"142.93.69.39",
"159.203.72.38",

"159.203.79.110",

"159.203.64.229",
"198.199.81.26",
"64.225.24.155",
"134.209.184.1",
"134.122.111.18",
"134.209.24.211",
"46.101.184.121",
"104.248.25.109",
"104.248.254.251",
"104.248.246.230",
"159.89.29.122",
"159.89.29.128",
"159.89.29.206",
"165.22.88.172",
"178.128.172.237",
"206.189.115.214",
"134.209.159.89",
"159.89.161.7",
"52.68.2.4",
"52.192.23.224",
"52.194.44.77",
"52.194.163.111",
"8.210.215.149",
"47.242.47.214",
"13.229.124.217",

"54.169.11.13",
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"18.140.96.108",
"54.179.0.200",
"18.139.53.69",
"13.237.182.209",
"13.238.57.73",
"13.238.112.205",
"52.64.1.33",
"181.215.183.204",
"181.215.183.94",
"191.96.71.232",
"154.16.57.106",
"159.203.41.247",
"138.197.137.92",
"138.197.139.250",
"138.197.167.11",
"154.127.57.220",

"154.16.63.120"
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